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f SYS TEM Of HARD DISK DRIVE 

C57)Abstract: 

PROBLEM TO 8E SOLVED: To provide a 
security system of a hard disk drive which 
disables a third person can readily cancel the 
security of. 

SOLUTION: This Is the security system of the 
hard disk drive as a storage device of a 
computer system and comprises a card-type 
memory device I 7 V which stores security data 
D1 and security data 02 stored on the hard disk 
drive 14, a card reader 10 which reads out the 
security data 02 stored in the card type memory 
device 17, and a comparison means 12A #sich 
compares the 01 and 02; when the comparison 
means 12A detects the security data 01 stored 
on the hard disk drive 14 which is the same as 
e card type 

memory device 17, the hard disk drive 14 is set in a usable state. 
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IT), iocuro - f randated b> > puter So the t ! ation ma* ot reflect 

the original precisely. 

3. In the drawings, any words are not translated. 
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[Claim(s)j 

, etects. that sees y data \ f 1 c wing and 

in which said comparison means was stored in said hard disk drive and security data 
,lo(< u h ■> (. -v. .. J J. if<. * " A > tv v >\ - '^liot i 

herd disk drive changing said hard disk drive into an usable stats. 

curity systs sk di h is t vor> 

••> i a je ^ N i K o i 

A storage device of card shape which stored security data. 

A card reader for reading security data stored in a storage device of said card shape. 
A jompari o < o oaf s to c^ pa is«; rity data stored it 

-J i t ^ v f t t i 

[t I T! J ]W niick rit 1 on means was 

J | I ! ! * < 1 - 4 (. I 

shape are the same, A security system of the hard disk drive according to oiatrn i 

ic ! ■■ - \ , - t ' n <■ <aits 

iCmrm ajWhen [ when security data In which said said comparison means was stored 
in said hard disk drive and security data stored in a storage device of said card shape 
are the same J it is and things are detected, A security system of the hard disk drive 
^ t i -i! s < > v 1 t * c i vi y be 

suspended. 
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the original precisely, 
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DETAILED DESCRIPTION 



[Detailed Description of the invention] 



[Field of ri is i ion con iisk drive with 

respect to the security system of a hard disk drive, it relates to the security system 
of the hard disk drive where it was made for security to start automatically. 



[ > of the < Artjin t security system s the conventional hard cmk 

o ve t >; pj v<->< f i o t, -.m U < r 

he securi ock) of a ° u i 
s as this method, vvhen a d k was ;onv« /ec security onc< 

bi a|V m v f i I 

U m v i * i r i xi ^ t 

computer body, when the whole persons! computer body was crossed to a third party, 
there was a problem that security release of a hard disk will be performed easily. 



~* )f K li ( i N v v * i'i 1 t ' i t m > 1UM 

'improves the fault of the above-mentioned conventional technology - conveys a 

! < > t ' s - t v ost > 

provides the security system of the new hard disk drive prevented from canceling 



[Cleans for Solving the Frohlem]Fiwdamer;taily ; i invention adopts technical 
composition which was indicated below In order to attain the above-mentioned 
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i k sntion Security data which is I 

- 1 1 < ! ' I 1 4* d \e A 

cme re <■ f<w -n 

stored security data, and a storage device of sa;d card shape, St consists of a 
comparison means; to compare security data stcrexi in said hard disk drive with 
sen tnu cvj ^o'" i > i \ 

When S detects that security data m which said comparison means < stored m said 
hard di e > i card shape are th« 

same, ft is characters-led by changing said feed disk drive into an usable state ; and ** 
and the 2nd mode, When it detects that security data in which said sa;d comparison 
sea * t 

m -_<o CvV c \ . o i < t it ? " i i i- 

fleid in said hard disk drive into an usabie state, and s and the 3rd rsode. When 
[whose e same as 

r t i i r f t if e r ) i 

it was at n t. \ ' ^ t m < i 1 » i i 1 1 , * i dn N drive 

might be succeeded. 
[0007] 

Embed the hard disk irn t concert ing 

t < n <. s > } 1 imity d s 1 biik drive 

„ ia -nory storage o t 

disk dove, The card reader for reading the sonority date stored in the storage device 
of the card shape which stored security data, and the storage device of said card 

h Njst- 't o i < v - 1 

hard disk drive with the security data stored in the storage devise of the card shape 
which said card reader read. When it detects that the security data in which said 
corn i son ro««in was store! i ! data stored in 

in- 1ft Iff / '( > i i i- < • ■* 

into an usahis state 

[0008] Therefore, when separating this hard disk drive from a computer. Since this 
hard disk drive can be changed into a locked position, without doing the work for 

r serba mo eov< 

release of a iock, Since the storage decern of card shape with which predetermined 
security data was written in was orgy set to the card reader, setting out of a sock and 



lock release are easy, and made it possible to improve the performance of security 
[0009] 

[ExarnpieBslo-.v * example ef the re v. rr:v svstem of the -> disk drive w i« t s ■• 
this invention is explained ;n dots;!, referring to drawings. 

S v. >£ ) ! 1 v 

of the security system of the hard disk drive concerning this invention, and to those 
tt i t ) * whicl s 

the memory storage of computer paraphernalia, arid was stored ;r; said hard disk drive 
14, Ths storage device (memory card) 17 of the a shape which stored the security 
atdre Sfc ading the security data D2 store i 1 tora 

security data Dl stored m sa:d hard disk drive 14 with the security Oatu D2 stored in 

t ( L f i ' 1 1 O 1 iV'M t 

detects that the sseuHty data Dl in which said comparison means 12A was stored In 
said hard disk drive 14 and the security data D.2 stored in the storage device 17 of 
said card shape are the same, Ths security system of the hard disk drive changing 
sa;d hard disk drive 14 into an usable state is shown. 

[001 1 Jin this case, when it detects that the security data 01 in which said comparison 
means 12A was ve 54 and ths c i 

the storage device I? of said card shape are the same. It may constitute so that only 
the predetermined held in said hard disk drive 14 may be changed into an usable state. 
[00123Beiow, the 1st example is explained still in detail. 
GOifO is 14 in which 1 e storage arsa 1 5 vvh 

security data D 1 was formed is connected to the computer body 1 1. "he compufer 
s i in i v. v vO 1 tad^ b -> 

CPU ) , >t<n The card 
reader 16 Is connected to the computer body 1 1 via the port 18. The storage area 18 
for writing the security data 02 of a password etc. in the storage device J? of card 
shape is established in ths inside. Next, operation of the security system of the hard 
,i us? its e >riM<) ~'~ \«tr he 

1 >f the hard disk drive U 
\ ' e -o i I ard disk drive 1 4 o. in a locked 

>tep S s 1 that the f the c 

i I * ?\ A chesl afnostj portion est the 

memory card 1? (Stop S> if the memory card 1? is set to the card reader 18, the 



card reader 16 will read the password 02 stored in the storage area 18 t the memory 
card 17. CPU 12 compares the acquired password D2 with the password D1 set as the 
storage area 15 on the hard disk drive ;4 {step S4), Oniy when in agreement, the 
looked position of (Step S si => 

(>"l\.d v " * t "> * f ( , < t > ' f W'^i 

01 of he hard disk 14 which had not equ h wore 

inserted are nl Starting is continued after displaying the message which 

v t i 1 - vJi i cht > 

$8} (Step S7). 

[0014'KThe 2nd example) In addition. N person's user's access can also be enabled by 

creating H duplicates of the smart card 17. It may constitute so that the security to 

the system of the computer body ! t may be applied based on the information on 

whether it succeeded in the Sock release of the bard disk 14. 

[0015'jVYhen the look rsiease of the hard disk drive 14 goes wrong, the user who 

.iio;, t i i 3 taccs person, and I 

the system itself may be suspended. 

[0016] 

[Effect of the t <• ] * security system of the hard disk drive concerning this 
invention. Since is + t oned above i s i 

drive from a computer, Since it can change into a locked position, without doing the 
> - ty certain v and. 

moreover rei ase of ock tine the storage f 'card chap with which 

predetermined security data was written In was oniy set to the card reader, setting 
l t f c v i - i <. i 

perfc:-mance of security remarkably. 

> > , -> < ~ < dr \m i 
composition which Is not provided with the nonvolatile storage device which stored 
the password etc. the third party has the outstanding feature that it is difficult to 
decode 1 ? n i \ data of s pa swr d et 



[Translation done.] 
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the original precisely 
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DESCRIPTION OF DRAWINGS 



prief Description ot the Drawings] 

S ! , >U ro y -he 

hard disk drive concerning this Invention. 

; fio v < I - rs of this ns, entk 

[Description of Notations! 

1 1 Cornpute;- body 

12 CPU 

13 850 S ROM 

14 Hard disk drive 

! s > .forage fi eld 

1 8 Card readsr 

5 A oe of ( nory card) 

01 end D2 Security data 
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SYSTEM, USER USE CONTROL METHOD AND USER USE CONTROL 
PROGRAM 

(57)Abstract 

PROBLEM TO BE SOLVED: To manage user 

formatio rea i ged by a password, 

to secure high security, to eliminate the need of 
inputting the password for accessing the 
managed area whenever a program is used on a ] 
use? tes le d to nee o1 i 

the user terminal. f 
SOLUTION .'"i >us p ess use information '[ 
used in the user terminal are stored in a data I 
storage part 27 being the area where access is 
managed by the password of a card-type 
information storage medium L At the time of 
first access to user information, the password is 

putted 5 * s read 

from the data storage part 27. At the time of 

o user inforn U'.io the password is 
stored and iformatio i a * 1 ge pa 

using the password. 
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jriginal 
; * - r * i 

Sin the drawings, any words are nor translated 



[ClalmCs)} 

[Claim I J A portable mforniation storage medium vvhum l;3 a portable information 
storage medium which memorizes User information used by two or more programs 
which It Is Inserted in a user terminal and executed on the user terminal concerned, 
and is characterized by what is recorded as the User Information concerned oat! Be 
ac.m s d using a - » I 

it two or more p og jm ; wt ioh it is; 

e ter on - - i < - 

Information storage medium to memorize, and two or more User Information 
concerned, A portable information storage medium characterized fay what is recorded 
as it can as to each lists rm.afion w s N P 

[Claim djAre two or more User information used by two or more programs which it > 
! er tern no executed on the a f I c t. 5 * 

information storage medium to memorize, and two , more User Information 

" 1 u s r led 

in a field where access Is; managed with a predetermined password. 

n ! n 7 o 3 where t 

each User Information w matched with a peculiar Identification number and memorized 

and/or processings of a program using User Information which Is Included in a user 
terminal and memorised by portable information storage medium. The User 
Information reading means which reads above-mentioned User Information from a 



demand of I r N ea r 

above-mentioned password, and the above-mentioned Use-" infer mat; on reading 
means, A user's use control system reading above-mentioned Use-- information s 
a password memorised by the memory measure concerned. 

[Claim 6]The user's use control system according to claim 5 establishing a demand 
exclusive eo . - ' -m o - <. * 

from a demand which made a memory measure memorize a User information read-out 
den 1 > " 1 > 1 f ' ' Q ~ > 

Claim 7]The 1 * ! er 

I ! ma id f of -> 

said program into a den-sand which nan be processed with said portable information 
storage medium. 

o s i t u it 1 i -m 1 s t if t 1 >fed r a 

field to which a < wa mag vitl 2 password. R< 

field which made a user enter the ahove-men- ioneci password and was managed 
[ above me Asorsed ] o> th - oc< ss on v a sees % < 1 g to the Us et 

i emed and in the case ces N n >e<* ■> e 

A user's use control method reading User information mom a field which memorizes 
the above-mentioned password arid was managed i. above-mentioned j using this. 

used with a user terminal from a field where it was installed in a user terminal and 
access was managed with a password, comprising: 

A step into which a user is made to enter a password based on a read-out demand of 
User Information of the beginning from a program currently executed with the 
above-mentioned user terminal 

\ 1 t ed User Information from a fseid 

t above-mentioned ] using a password memorised by the memory measure concerned 
ased on a r J ! ich ma iemor> 

f -n \ i ' m >^ 'el 

w - h the above mcnunned user 1 - 
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DETAILED DESCRIPTOR 



[Detailed Description of the Invention] 
[000=] 

[ - " i r igs medium 

a user's use control system, the user's uss control method, and a user's use control 
progra i ns;ng a user's cooveni 

[0002] 

[Description of too Prior X < v each company, government and 

municipal offices, etc, institute what is called intranet in the company, share 
information between each company member using the user terminal connected to this, 
and have beers attaining the increase in efficiency of each business,, etc. 
[OG03]Thi.;s, for ssamole In the database etc., when intranet e: used, in order to judge 
whether access may be permitted to she user who has accessed, ars. seen as j 
authentication, is generally nsod. Each user sopors User Information of a password etc 
fn m a user tern i, wm ; tend 

N v * X ' - v ! ! i k ' rt it ^s o > & t a ■> 

individual cannot memorise certainly, snd cannot be inputted, in order to raise the 

t v - < ^ -> i t h is ^ 

smart card used as a hanking card, a credit card, a point card, a pro-said card, etc 

to the user terminal by this. It becomes possible to perrons"; persona; authentication 
without inputting User Information required in order to access information one by one 
from an input device. 



shortly read from the portable information storage medium caMnof. be denied 
thoroughly. And if User Information is acquired from a portable information storage 
medium, it will become possible to access unjustly. 

C000?]Therefore, in the user's; use control system to which the personal 
iUthenticatlon etc. of the ho use - ten t ? ! 

i torags medium are mas s > < >red Usei 

Information in the field managed with the password. 
[G008] 

[Problem(s) to be Solved by the InvemionjBy the way, some are remarkable in 

- <. i \ > >. o»v S3 may 

t may be represented by the Internet technique currently called what is. called World 
VVIde Web etc. 

>, v v.0 n v >^ x - A 3 f t V vd O 

nfrasmueture eadi company R h than he case where a nd >cmkn network Is 

{If! h (. - t t iS 

n n i m n; < de sales dep el 4 s ? s d >y 

the former. 

oh an ope twork is used att« * os <■ P 

su I as dk Is! > its m f 1 

Intranet, and certification Information In a database, is needed, for example, 
[0011] And a portable information storage medium is packed for soma of every User 
Information, or as mentioned above, from the circumstances into which st has 
I v v i -i s I ■■ 1 i < s ' Iff 

mainly pecked for every i ? a f and it is stored in the tield managed > i 
password. 

01 < i f < i irt i ft i a ^sot, om an 

opes, network etc , At the time of a cf slop connection, at the time of connection with 

i c correction with t 
database, etc. repeatedly, and there are problems — it Is hard to use. 

13 > password must be entered, and 

there are also problems — it is very hard to use. 

i t fc } j e tot * < m • 1 > 

sm pt wss/ m t user 
+ ^ ot necessary to ente 



s password si aims at obtaining this portable information storage medium, the user's 
use control systen t i s ^ 

w iso! purs t ir > e t < si by this 

[COS 5] 

~\1 3 hi > ! "> t- t 

information stoi e enticn n r < 

i i "> o im <• . - J 

fo o programs 5 c o t s ... d ounce < > S srded 

that the User .information concerned can be accessed using a password. 
[OO'iSjif th;s. composition is adoptee, two c more programs can be used only by 

though User Information is managed w a held managed with a password and high 
security is secured, Whenever it uses a program on a user terminal, in order to access; 
the managed f;eid concerned, it is not necessary to enter a password, arid thereby, the 
high convenience oi - 1 ded 

1 001 !: s a doU 

information nsed by two or mere programs which a portable information storage 
medium of ties invention is inserted in a user terminal, and are executed on the user 
terminal cone* two or more Use 5 do nstior concerned » m 

b« aacessed to each User Information with a common password, 

f this con v f «\ two or 

more programs can be read only by holding and reusing a password which a user 
entered in a use- terminal. Therefore. though Uses' Information is managed in a field 

a user terminer in order to access the managed field concerned, If ;s not necessary to 
t - v v. u o ^ i.'- 

provided. 

[001 S s I e medluai vv - o v ! 

Information used by two or more programs which & portable information storage 
r * 1 tm oi t if y S t 1 11 

iu m > > w 1 T wo or more User Information concerned ;s w .<•> - in a field 
a na noge d v me d 1 ) 

[0020]if this composition is adopted, two or more User Information used by two or 
h t- o v - " >. - >. o • v" " v.ossv,o>d vi )ch a u-w 

managed with a password and high security is secured. Whenever it uses a program on 



a user terminal, in order to access the managed field concerned, it <s not necessary to 
enter a password, and thereby, the high convenience of s user terminal cars be 
provided, 

t n a ;v a i t r- >et ismbe ^ v 

every User information, and a portable information storage medium of this invention is 
memorized 

[0O22]Sf this composition is adopted, the <se can use this ab< it a pros stalled 
common on various kinds of user terminals, without choosing a user terminal Two or 
more programs installed In the same use- terminal also become possible i. Using 
, n-c m I v - 

[0023111 Is a user's use control system which manages various kinds of execution 
and/or processings of a program using User information which a user's use control 
1 r rt v. i " i 

% sdi f s which n ads 

i orrn 1 storage t md um u* o le 

of the above based or; a demand from the above-mentioned program. Having a 
password inputting means into which a user Is made to enter a password based on si 
read-out demand of the first User Information, and a memory measure which 

-no zes e >ov« mentioned password e above en I 
reading means reads above-mentioned User Information using a password memorized 
by the memory measure concerned. 

ry mea m b « to be able to 

s pa , - - d on a den f 3 password 

nputting mea am a used mn - im :> oi -<. e 3 > sms 1 1 f efc , e 

security is secured, Whenever it uses a program on a user terminal, n order to access 
the managed field concerned, :f Is not necessary to enter a password, and thereby, the 

< 1 , s n c ie provided 

[ N 0 1 A js c > m ^ ^ n u e 

t >l 1 •> jm said i m, am jSsshes a 

c ■> > 5 > J , me < s r 

an order bom a demand which received previously, 

[0026j;f i composition is adopted, ever: If an acquisition request of User 

t i ' ■>( iat c i 

reading means can process this in t and arid certainly. Thereby, without caring 
about a concurrence of an acouisaion -000001: of User - ■ e user can use 



the portable Information storage medium concerned, after said User information 
reading means changes a U - information read-out m ■> from said program into a 
demand which can be preceded with said portable Information storage medium. 
[OOshjif this composition Is adopted, since 5 User Information reading means 
changes a User information read-cm: demand from a program s a demand isli h 

s i be processed with a portable information storage medium, it, A User information 
read-out demand r each program, etc. can be programmed wliboot caring about a 

i < < * < c err „ m 

which generates a riser information read-out demand can be developed easA/. 
iOO'bejA user's one control method of this invention stores various kinds - User 
it it nat o j wi • : d In a field s v 

I ' ft s ) !K ' '(« > <K ai'SUU XU 

above \n f * i m vn?w v" 

a; c t-sr o i ■■ 1 - o' oCCO^n 

<. t tbn from next tlm I temori h n n tion password 

and is trying to rea , rilon frc field manage; i mentioned ] using 

this. 

OOSOjli 1 ethod is adopted, a password whit < memo red and 

this ca" bo i.sed a so in a pre 

managed In a held managed with a password and high security is secured. Whenever it 
uses a program or; a user terminal. In order to access the managed ! concerned, 
is; not neee 1 rePy. the hi enc m 

[00?ijA I-- use comma pmmam <..f this, mmnoon is •nsiolk-d to a use> to msisai, It is 
a user's use control program which reads various kinds of Use;- Information used with 
a user terminal iron; a field where access was managed with a password. A step into 

h a us mad •> > > 1 n a read-out 

information of the beginning horn a program currently executed -/nth the 
above-mentioned user terminal. Based on a read-out demand of User information 
from a step which a memory/ measure Is made to memorize and a program currently 
■v o t s f -> v^ e l it 

! ^ r I > " - ? n -> ma "-ged 

'Of e oence ^oe 

> i. * < > r >. 1 df a 



program currently executed with a user tormina!, and this can be used common to two 
or more programs. Therefore, though User tofornintior: Is managed in a field managed 
with a password and high security is secured. Whenever it uses a program on a user 
* imnel i <- ~ i ' < 

a password and thereby, the high <--> c* of a v terminal 5 be provided 

[0G33J 

[Embodiment of the Invent lonjThe portable information storage medium, the user's 
use eontroi system, the user's use control method, and user's use control program 
concerning an embodiment of the invention are explained based on figures. The user's 
( v , o < > > * i t > f 1 1 - v t- m 

,S| f f > > It 1 J ! 3' I t f v 

eontroi progr am, with she recording medium which recorded the urogram and in which 
computer reading is possible, generally. By this embodiment the above-mentioned 
o ograrn w > s ml a < the eoord m cot i y 

r< i 3 f e,'i h a sf i s i.so centre! site's 
10'M4 <.s > t e ,^r> v u t 

control systs - - t i ?ntio 

f i > s e f ntion The card shape tore m-atio! 

scordsn - s p < s oh us a smart card, This 

card shape information recording medium 1 is provided with the user terminal 3 

j - evlce 2 by which insert wve are carried out 

the* net network 4 connected to this user terminal 3, and the databases. 5 and S which 
are connected to this net network 4 and hold various kinds of data 
d N i i v < "> m tof 

example mize data [ i< ' s isitrw rmation vhlch < nly 

some users permit aceess / ooerating ]. In particular, in being KUROZUDO data, when 
there is access from the user terminal 3, It performs the user authentication, 
i - ork 4 The «rn»t 7 as an op«r> network {'he nt a iet 8 to which 

o k ea c > !n «, it m ^ i < ^ ' e J < o .to' ottwal t U 
has the Intranet "I t to which the database 6 and the user terminal 3 of another side 
were connected while the internet 7 was accessed via the firewall 10. And if each 

to - e 1 ' t <• 

process user authentication etc., and they are constituted so that it may permit 
access to the intranet 7, in being eligible personnel 
1035 f ig unit (CPU:< Processing t) 1 2 with whlci the 



execution of this centra? processing unit 12 of a program. The timer 14 which performs 
a tinier interrupt ! ' ntral i " he tiros set up by the centra 

ptxme-w z t - - i * 

(memory measure) H; which memorizes varices kinds of data used in the case of 

t > >. m I - - 1 

S i bath 18 which connects thess 

mutually. 

tOOsSjm , user terminal 3, the > > a equipment interface pari (peripheral 

C ! 5 f i ( C 1 ■, % v ( [ i 1 

peripheral devices., such as the input device 20, the display devise 21, the priot device 
22, the communication device 23, and the co d reading deems 2. are connected to this 
peripheral equipment interface part 19, This communication device 23 is direciiy 
connected to the intra net 1 1. 

f004i'i is a circuit sleek figure showing an example >< trie sard type 

0 >l O r i J !<. I t ' 

004 ' I which th ca S lype reformation 

storage medium ! performs various kinds of date processing end control management 
J it of execution of thi 

central processing unit 24 of g program. It has the card memory 23 provided with the 
data storage part 27 which memorizes various kinds cf data used In the case of 
execution of the program store cart 26 which emmonses the above-mentioned 
program, eno the program concerned, end the system bate 2S which connects; these 
mutually. The card 3/F part 30 directly connected with the card reading device 2 at 
the time of card insertion Is connected to the above-mentioned central processing 

j ) 24. Although ! embodiment explains to the example the smart card of s contact 

i . Hi m r -3 Mage 

medium, It v t oe. evs if it is a smart card of a non contact 

type, 

[0042jThe data input/output control program 31, the standard command execution 
program 32. the enciphered program 33, and the program chat the other central 
processing' units 24 execute are memorised by the program store pari. 26. Although 
the enciphered program 33 may he executed with the central processing unit 24 

processing unit 24 concerned j. to put > by side separately the cipher-processing 



> < tO p CC^, i > t ! v " 3 

encryption and decoding processing hers by the unique arithmetics logic which 
specialized in encryption. 

[0043] The data input/output control program 31 ss read into the system memory 25 
from the contra! processing unit 12 of the user term;na; 3 based on the session setup 
request transmitted to the card l/F cart 30 through the system bath 18, the > uhsrai 
equipment i 'F part 19. and the card reading device 2. it performs vv-th tho central 
processing unit 24. The centra! process:! g u«»t 24 which executes this data 
input/output control program 31 receives the command according to standard from 
h iSiih ~ 7 1 v i - r o r . < it ^ t> o 

execution of the commend according to the standard concerned to the centra! 
processing unit 12 concerned further. Execution is ended after this response and a 
session is opened, 

[0044]The standard command execution program 32 is read into the system memory 
?5 H ore ig to reception of thi l&nd&n 
, u «e it ^ 1 < ' f g unit 24. The t < irif it 24 

which nmKs' i ci rd co id ex< >n prc-gra -s P« H 

etc. which execute the command according to standard, for example, read 
predetermined data horn the data storage part 2? by that execution, 
t0045]When the enciphered program 33 carries out encryption processing or decoding 
processing, it is read into the system memory 25, and it is executed by the central 
processing unit 24. By this, make various kinds of User information encipher, and the 
data storage part 2? is made to memorize, and it can he decoded and it can he made 
to use with the user terminal 3 further. 

H u m. i - < c ■> ^ u •> uui «<. s m 

(stead of a commam » < )dards exist 

in the card type information storage medium h For example, thorn are standards, such 

tan derd enacted si nd ? > mur i i 

were enacted since the standard and credit company which enacted since a bank 
provided the service provided service of their company provided the service. The 

> , i * ( m u - »>Sv 

] -m-h each 

, iff u i i." 1 ei\ 

e % ces, a 

different command (command according to standard) for every standard must usually 
be transmitted to the card type information storage medium 1, and, thereby, 



- n )- < 
)048 M ! s p 27. w ththe 3rd identity number 3 

cgin ■ Irjfc o use login inf< n information 3? 

the electronic money information 38. the user identification information 35, the user 

ISO I - ' c v i ' ^ < 

H i d iden 34 v. < * > , t - , < g to 

which provide the card shas: « aticn crding medwt cc ed < - 1 
card within the vender concerned, etc. "thereby, the kmd and tho corresponding 
standard of the cord chape information recording messum 1 concerned nan be judged. 
lOObOjDracn^;;. c is an explanatory view showing an example of the data mapping of the 
date storage part 2 7 in the sard type Information storage medium 1 of ucrogm 3. 
[GQSIjThe data storage part 27 consists of the management domain 42 of one master 
file set up iron; the head position, arid tlx: management domain 43 of two or more 
DEDIKETO files. Ease management domains 42 and 43 are set up as a field which 
continued on the data storage part 27, respectively. 

:^ 1 4,2 of a 0 o-vt - the •> aste file 4^ r > 
bundled with Q which starts in V tag number" m the management domain 42 in 

U » - ncsit v. Or ^ o t. 

1 ! ch start F fag number" In tb agems 

< m; ' t 

[0053]ln the management domain .43 6fd®eh DEDIKETO file. The DEDIKETO file 46 
m* c 0 - "> 

"i ts in 'EF tag r> Pur tl nagenient don ain 

^3 In t3;arcin.g..'0 a;'e storee after it. And each above-mentioned User Information 
stored in the data Teld of the elementarg file 4? stored in the management domain 43 
cf this DEDIKETO file so \ t it ^ nieritmn later. 

[0054jThe data mapping method of the eata storage part 27 is explained using DafDES 

> f ( % r 1 v pJ 1 

27 is classified and managed in the management domain 42 of one master-file, and the 
management domain 43 of two or more DEDIKETO files.. 

' 'v. 1 / r 3-, ip 1 lit t ( n I r 

head position of the data storege part 27, and It is defined as the management domain 
^ ^ p !.■. tO T > rv car 'v 



3 by one ID) in two or mors user terminals 3 of all Only the number of the user 

! > L f c f * - ^O 

storage medium 1 concerned should form the management domain 43 of each 
0' '!\tl '> < < , ' ^ 

005/ " m -MStm * s r ^ s ! 

position, and various kinds of elementary files ([Eh j and notation) 45 are stored in f 

i n ge e t d< m< > %2 < 
notation} 48 is stored in the head position, and various Kinds of elementary files ([EF] 
a d notation 47 are ettaee -j n > { D )!KET0 file 

following: it- 

[0058]The master file [MF j 44 consists of a tag field, a size field, and a data field, as 
showr t B " * 1 

standard of the card type information storage medium 1 concerned, etc;. Is assigned to 
the tag field of the master file [MF] 44. The name (tag-held value} of ail the 

ED5KETO files [D ' f >fN sto age 

medium 1 concerned are sto i In the dai s field of the i MFJ 4 

example. The value according to sums such as. a number of bytes of this data field and 
the riumber of bits, is stored In the size held 

[0059jThe DEDKETO file [DF] 46 consists of a tag fkld, a size field, and a data field. 
6m, 1 >,viu * ' ~> 'o? number of a mtdual v difiaront wuo pi*Vu ;< 

each Is assigned to the tag field 6f the DEDIKETO file [DF] 48. Let this value foe a 
different from the i i > iel * honed 

master file 44. The password required in order to access, to the elementary file [EF] 47 
in the mar 

jeta field of the T s -\- ' )l 46 - ?x impl s 

[OfmO]Fiement:my fits * 45 and 47 consist of a tag field, a size field and a data field, 
as shown m * •• [01 Elementary hie [EF] The Lag number of a mutually different 
value peculiar to each is assigned to the tag field of 45 and 47. Let this value be a 
ne-L.li-!* \'alvie m cvef y i v s < < 

- 1 m a i * > ^ r < >- t ) ^ ?iL 

E.0IKE e 41 jo Oi mo e 

User Information in one program, if considers it as a peculiar value for every User 

[0061 lan elementary file [EF] — to the data field of 45 and 47, When it is stored in the 



it is enciphered and stored. 

3 A*~ V) t - ! * j , > - r -v - A1 . 1 j 

peculiar tag number is matched to each and each User Information and a card identity 
numi t *rema 

file [PF] 47), every torn or i t<- application AP program 4-9. 50, and SI (refer to 

i > - v t ) I'n er t»nn t I 3 

— and st wi!l be classified info the field (management, domain ^3 of a DSDSKETO file) 

;0063jln order t o read r ' ■ User i ~ m ^ ' , the , type information 

i > ,i t m n it 1 - I w ■ - i 

of the DEDIKETO ids which stores the User information concerned is made to 

pinpoint in the central processing unit 24 first fundamentally. Next, after it. made the 
; - c - 1 bo "-mi* >?n 

Is in agreem ri. The rsentary file [ErF] 4? which stor< ! 

Information is n de to ch< ;e, and abovs~me e t 

furthe res elementary file 47 

s < » i f f\ =■ t p (. m f'i m>M in 

program store part 15 in the user's use control system of dtpKdftst.j,- 
tm^hj e ! . ^ ' - i ' i s t ' - 1 t ^ 

from the recording medium besides a graphic display — the operating system program 

management of this OS program 48. A commumcatlon application application program. 
(Communication application AP program) 49, the client application application program 
(client application AP program) 50. the electronic commerce application application 
program (electronic commerce application AP program; a'h a single sigm-m application 
program. (Single sign- in AP program) 52 arse the no. program which the other 
central processing units 12 execute are memorized. 

[OQdSjThe OS program 4d consists of a program for exceeding various lends of 
application programs on the system resource supervisory control program 53. the 
program eo < troi program 54. t or* am 55 

irogran sod ot ver use n rn us 

[006/jT.he system resource supervisory control program 53 is first read into the 
m memorj a >rding to powe ing >n to i i md 



executed by the central processing unit 12. The central processing unri; 12 (equivalent 
to the system resource supervisor control means 58 in dmrwipgJO which executes the 
system resource supervisory control program 53, Interruption mom those, such as the 
time < ' ia f 

data and a command are mainly outfitted and inputted between the timer 14 and the 
persph men? de> ic s 2( 21 22 21 rnd 

i f I N ° a ' - ,t s ^ - e k 

supervisory control program 53, In accessing the card type information storage 
medium 1, the session was established between the nerd type i r r ? storage 

\f dis 1 ead i 

- lium 1 on it, and it i < yoe informatm 

storage medium ?. The central processing unit 12 with which after the response 
sceptics cones. 3 exes - r s> 1 e " f es< j e , ontrol program 53 

;ess to the 

r ird type information storage medium 1 to th< 
medium 1 by establishing and opening a session. 

on procedure cs < i card type information 
storage medium 1 is being unified in data-communications standards (protocol), such 
as IS07816-3, now. 

{ contro m 54 is firs! read 

13 according to powering on to the user terminal 3. etc., and Is executed by the 



f, 3 , ' - lid 

i ;tj - i s M v * ! s s vx O 

execute ea - p cp 

[GO? I jScheduling of these system resource supervisory control program 53 and the 

fvclusKc nnmres n v 54 a ed out so that it nay perform periodical!^ 
with the central processing unit 12. 

[0072jThe communications program 55 between programs is a program which controls 

Dre programs, and del si tern son \K •> a data 

and a command are ontputted from a certain program, it :s executed with the central 
processing unit 1 2, 

f ~ Vj mn i ! i * vkl c L ■ 



i eac n -> t ^ ^ j 1 ^ ?> t 

device 20. etc., and is executed by the centra! processing unit 12. The centra* 
proc ssing unit 1 stion Af 

establ she t e *. rtt * & f a of { ? v > e , +) § r k tv, f > ( 

the communication device 21. 

[00 I] The Us t mi don f..u> mm-n .-o - c i , c , n 

t 5 t t s ! t- I 5 r> m u fite 

[EFj about ail the Use- information used by r i < ; application AP urogram 49. 

i 1 i it- s'-ta ■> 

memory 13 with execution of communication application AP program 49, and is 
executed by the centra! processing unit 12. The central processing unit 12 (equivalent 
to the U? t do, mat o i,q, i tf s * ) » t as- > v v .Aes I e < 

Information acquisition program a?, The [EFj teg number corresponding to User 
Information which is needed by communication application AP program 49 is acquired 
from the User Information tag number list 58, Processing which delivers the 
common-leads ace*. - . - < I c ' , > , > i 

t AH srn 52 by coma < \& is performe 

dd a ' i t ' . s > > , M j, ttKiS; 0 f 

*n< et< id i ?a« into t <■* 
ten am \ ' , , > , } u m n i •> t m ^ u „0 

eU nd >. t ihn ^ > >d.<- S t >n t a an ,, tut AP 

program 51 is a t -~ t for receiving various kinds of goods and service by which 
offer iin 8 < s vn 1 «■ f } . f ork A us« g » «»> tectonic 

I t i f i ) il v m - i - e f< t c * > 

from the input device 20. etc.. and the contra; processing unit ;2 performs. Ana the 
User information acquisition program 57 which acquires various lands of User 

■■ff ,r>\M t r < ^ - , i I 

a < r ^ m ! I^i m ! f i > * 

memorized the [EFj tag number used in order that this User Information acquisition 
program 57 may acquire each User Information, and using these, from the card type 
i s ay to read predetermined Uses 



tag number Hi 58 t: 



I ormstton in two or mo ma e uses ove 

multiple times Irs the seme application AP program, 

[0078 ]H is read into the- system memory 13 because single sign-in AP program 52 
receives the acquisition m :;uests (common-leads access command etc, which 
soeoified the above-mentioned [EFj tog number} of User information from various 

I r , < i j „ i d u'd '> " ! r ^ s 

processing unit 12 performs. This single sign-in AP program 52. bv the password input 
of 1 time by a user, if possible, in order to close, use of two or more abovemwiltoned: 
application AP programs 49, 50. and 51. The common command exclusive control 
program 60, the common command conversion program 61, the bus word cache 
program 82. the card insert-and-mwove monitoring program 68. the card kind 

c !t ti t t mber tag number data i > i.w 

sign-in tag number data 66, It has the card identity list of number 6? classified by 

n la d the com t i r i > 

I i i age medium 1, and the 

standard of the command according to standard which can be executed with the card 
\r nf< ! 

ich matched the k conce s e { at > t >nt 
to each card identity number provided from each card vendor. It can be judged from 
which vendor the card type information storage medium 1 inserted in the card reading 
device 2 is supplied by this based on a card identity number. 

[OOSOjThe card -dertrty number tag number data 65 is data of the [t:F] tag number 
matched with the above-mentioned card Identity number. Let this card identity 
mon 'a . > i j ^ d . 

the above-mentmnod lurid, a standard, etc. in the service concerned. 

(08 i s . sign-in a tag number — data — 66 — plurality — application 

an AP program — 49 — 50 — 51 — a unit or a user terminal — throe — a unit 

— attestation carrying out — a cake — these — service providing a vendor 

a company specifying ~~ [— EF ™j — a tag number •-• data it is , 

[Q082.]The command correspondence table 68 Is a table which matched the command 

mo < o ^ ou tn 'tU 

standard of the cam; type information storage medium 1 > be specified, the 

storage medium 1 ■ oncerro :i .. eu on a common command can be specified. 



memory 13 at the time of starting of single sign-in AP program 52. and is periodically 
executed wit the ;e t> - in it ! 5 hread after X o po 

mt ! v % + r prcce i card 

ff e t- n 1- t ; e j t ii <■ i <, 

tram 5 For s I- e cares inss 
r* ^ i sn - , > > ( , 

ins.ert.ion of the card iiype information storage medium I is detected first, the starting 

Information to the card kind decision program 84 will be ootputted. 

[OOod.lWhen trie card type information storage medium t is extracted, WPP; r-otify ifig 

1 - I - ed ^to nl 

the programs 60, 8P 62, 63, and 64 and the execution AP list 75 mentioned later which 
const U to i 5.2. A data wh ' memory 13 

the data storage part 18 were made to memorise in single sign- in AP program 52 is 
eliminated. 

R.il making sore User Information 

acquisition programs 57 _ 57 supervise the insert, arid remove of the card type 
information storage medium 1 individually 1 Without wasting a system memory vainly 

1 i ne 1 i ) < at ex rat i and ap ution of 

two or more application AP programs can be stopped according to operation. 
[008S]1 so >ard dad d;s ;rin nation | n gram 84 s sad ni > the system memory 13 
according to the starting information Pom the card im;erfmmcPremow; monitoring 

>< central 

processing unit 12 (equivalent lo the card kind .judging means 70 in sggmng a) which 

Pes the card kind c - < no dentitv numl 

number data 65 >s specified, reading access ;s carried out at the card type information 

! , s to this is compat id 

with the card identity * of number 6? classified by standard, and the kind and 

vee mlu-m oar tosage mm? 1 a rm caul easing 

v. o 1^ m i~ o mi. -i 

decision result as the card seed data 71 (refer to drsvmf: Jf). 

nt 1 mog i testrs memory 

13 from the Use:" information <-*(<•■ program 57 based or; a common command 
being outputted, and is executed t the central processing unit 12. the oeritrai 

command conversion method "2 ae a User 5 < 1 - reading means; which 



i e c- \ am e cm 5 10 
1 > * < < - ^ t 5 tion 

command according to standard extracted from the command correspondence table 
88 as a result of this processing may consist of two or more commands according to 

, c i - ! ere Is &\so a th ng 

[00S8]The centra! processing unit 12 which executes the common command 
conversion program 61, T'iie command according to standard which extracted 
[ above-mentioned ] k transmitted to the system resource supervisory control 

t f < v r 1 i- E {u , m 

v < > <• m >e m in and 

conversion program 81 notifies to each User Information received from the system 

49. 50. and 51. 

[0G9Q]The common command exclusive control program 60 is read into the system 
memory 13 with the common command conversion program 61, and is executed with 
the central processing unit 12, The central processing unit 12 (equivalent to the 
con on comma.o luyiye centre mea s ?3 as a d ra i exclusive ontro i 

a r - < r *.\ .m e. i urt m 60 <Vt 

he common ommsnd from m I scqms ms 57 

57 to common command RF074. and the data storage part 16 is made to memorise. It 
performs from the common command inputted previously, and if execution of the 
common command concerned is completed, the following common command will be 
conformed exclusively one by one. 

< j p a > <• 1 m iti 12 

which executes this common command exclusive control program 50 by considering 

j E 'I ^ v. -^m e a w u i 

command one have not been ended as the execution AP list 75. 
[0092jThs bus word cache program 62 in the case of execution of the beginning of 
t e^u m i t% S ^ s,^ ^ > cx ! ' "O <■ 

control program 60. it is read into the system memory !3 based on the cash password 
78 (refer to drawem 5) not being stored m the data storage part 18 etc., and performs 
with the central processing unit 12, The central processing unit 12 (equivalent to the 



» si igie s c splay device 2." a ! s v. st i g 

etc.. wt -Hhf 'i^ "fUv 
by making this into the cash password 76, 

(G093jHei"s. the meaning of command interpreter processing of the , nvtoui 

cc tmx t command convt < * ^ 

command correspondenc 68 is ed in detail 

Co ' 1 ' . - - , - t v i (. ~> ^ m« 1 C3 

information storage medium 1 to make the readmg and writing of data to the data 
storage part. 2? control by a command origin h es< a entionerf above 

He dares to build an wlgmai commend system and is trying tot this to secure n=gh 
security end attestation in the vendor related to security or attestation especially. 
Therefore, in the former, when the User information acquisition orograni 57 was 
developed, the program which acquires User Information s each procedure 
independently about all the standards used in the application AP program In which the 
program is included had to be created. Thai is, when it was going to make one 
application AP program run on the card type information storage medium 1 based on 
two os rso niy the number of the si 

Ibf acqs ring 

0095 >rdt ^ v > 1 k s < - ths xnmsn 

in this embodiment, in each application AP program, the common command was made 

to output from the User Information acquisition program 57. and the common 

< - ! o of a common command conversion orogram 61 smell lever is changed into 

[OOSdjiln e.aoO application AP program by this, Since it car; respond to two or more 
standards only by developing one program described < the common command, the 
necessity that he is completely conscious of the standard of two or more card type 
information storage media i which each is going to use >s lost arid development 
becomes very easy. 

1 ■ -obod e lump of tmsf i tondsncc table 8£ the 

very thing is also elaborated further. 

[OOSSjWhen a special measure is no v. taken, a common command Is defined In this way. 

i er i t this using the 

command cm resoondonce table 68, for every common command, the command 
! it -'mis.' t II have 5 nad 



HHd ! that it m&y be 

u^e^t-r - v u \ s - 0 % 'or te -cms 

t +} <- 5 } > e . v i m 1 ^ ^ 

DEDSKETO file mentioned above, for sxsmpie, the unnecessary command according to 

tanda d is i * I 

pet j&mk, c s i t t f v < 

only by making trie unnecessary command according to standard essentially the 

dameni < < s d g c - o sot 

[OlCKOThat is. to the command according to standard in the card type information 
storage medium K In order to access to data, the special command according to 
standard (command according to standard which cannot be used > in a specific 
standard) original vvith each standard other than the fundamental command according 
t v. » ' u v f ^ i >. t ' k 

in common) which is originally needed for a target exists, 

i jl f taken by the peculiarity o 

according to standard in > on etc € 1 

the command according to standard fundamental to the basse command list to which 
each common command is made to correspond directly correspond it. and about the 
i pecia co 

t i J i i ^ ^ 

command set to the basic command list concerned suitably based on type-of-card 
data, Typo-of-card data is used for judgment of whether the command according to 
■n t i < ■> ! i > t ( , 

standard is generated, and no. 

[0102]The small total data volume can describe the command correspondence table 
88 rather than the command correspondence fable at the time of providing the 
( >n - u I < v f dud pacta i 1 r< t 1 < snd 

the command list which does not contain it for every command according to standard. 

i v n t < ( ! r foocm 7 

and reduction of the data volume of f command correspondence table 68 > be 

C i wn nt.t -oo - >, b' >. ' c „\ >m ! m»s t -0 
r0t04]if the sower supply of the user terminal 3 is switched ore after checking that 
^ t ^ vt tad etc 



the system memory 13 the OS program 48 memorized by the program store part 15, 
and will perform ! his Thereby, various kinds of peripheral devices 20, 21, 22, 23, and 2 
vill he in the sti < *. A - h » 

>' ! - * < ! < 'v. v. > V ^ -> V N "i < 

and the p c c f i 

interruption from the rimer 14, or predetermined time after the above-mentioned 
sortie; setting. By this, the central processing unit 12 managing the in Lerruution 
request from the peripheral devices 20, 21, 22, 23, and 2, the data input/output to the 
peripheral devices 20. 21, 22, 23. end 2, etc. Various loads of application program;; > 
be executed in • ime-mharing 

3 i - m t , - . 2,1 N f, u a > > < > m t ie 

} s ( I- f 1 ( !( t ( 

request to communication application AP program 49 is Inputted intn -the centra! 
iOHtvin i - * i i \) !■ r o 

\ t e f s r rom the pi n store part. 15 

md will per ~ I 

[010?]And in this communication application AP program 49. in order to acquire 
network login information anC database login Information from the card type 
information storage medium 1, the User Information acquisition program 57 is started. 
[0108] The central processing unit 12 which executes this User Information acquisition 
< oh the Us* rformatiof number ilst 5S, and the (EFJ tag 5 mfee? 

o the ab< ent i o I netw ! 
information ;s acquired, The common user information read-out command for reading 
User m v ^ corresponding to Pas i'oF'i teg ■on-oer m udlvemd to the common 

command exclusive control program 60 by the notice between programs. 
[0lO3]The central processing unit 12 which executes the common command exclusive 
control program 60 delivers the above-mentioned common user information read-out 
command to the common command conversion program 81 while registering 
communication application AP program 49 concerned > the execution AP list 75. 
[0 ! I t I Oe ^ - •> i with 

the central processing unit 12, end the user inputted as a result using the input device 

emorizeo by the data storage part 11 i 
m < t> L < m < -i i 

this data storage part 18, 

[0! HlThe central processing unit 12 which executes the common command 
t >v m r i vi^i I - _ t, 1 1 v a 1 1 



above-met > i 3 2~out cot d proces . 

to >"t to the central 

I dat ! 5 > rrespondence table § generated 

and this is delivered to the system resource supervisory control program 53. 
[01 12jThe area selection command as which the command according to standard 
generated here, for example, makes the centra: processing unit 24 choose the 
management domain 43 of the DEDIKETO hie which used the single s;gn~in tag 
number data 8fh The command according to collation standard for making the 
-3bSv,o c >nJ the cash psiswc i 3 

domem 43 concerned compare in the central processing > 24. The command 
according tc - i a rd as which e central processir nn ?4 < sde to 
choose the elementary hie 47 which stores the n ; [EFj tag number, h 

consists of a command according to read-out standard to which data Is made to read 
from > data held of dm selected elementary die 47. and a command according to 

ht ead data concerned t ansmit 
[0113]The central processing unit 12 which executes the system resource 
supervisory control program 53. Through the course from the system bath 18 to the 
card I/F part 30, based on a PC/SC protocol etc, a session is established between 
the central processing units 3d of the mod type information storage medium 1 which 
output con ol prog •» 31 nd em * com 3 d according to 
standard is transmitted. The central processing umt 24 of the card type information 

* c 1 > > ' s l" -* it 

v. according % < atandard ;s, received. 

[01 14]The centra! processing unit 24 of the card type Information storage medium 1 
, \ - InrgU 3rd of all t equent 

execution in the order of rooeptlcn. Who the card type Information storage medium !. 

< i is dl? card which 

> ! « t i I > to i terminal 3 

t e >tv v < V 1 
i thniww rnrn^t t h 

KirtK «■ 5 i e - v * a m >e m - > ^ t , 

sec e< hose wnd /p n?or manor storage media 1. 

1 1 i the commo >mma J 

conversion program 61. The centra; processing unit 12 which wins popularity to the 
, ,„ i 1 m N m t 1 i - ■> ■> „ - •• c ^' -> - " r . ! % >\ 

- \ -no program 49, ft becomes 



transmitting- database login information from the communication device 21 to write the 
data on the database 5 and 6, 

[OltSjThus arte communication a >' > accesses >e card type 

tm < n,n- ! > \ , , it n J 

O t M t M* > . t" 1 ! ! N t I - + < 

M - mp t " "> * ^ <^ ! > ! S -sSvVO d 

fit vord c irof 'if 

01 1 7]S»mila f A ' 

electronic money imonnatior; os>ng l.^e User information acquisition program 57. 

t , 1 'I I 1 , < . i v m v 

password 78, the password cache program 82 is not started. 

f 1 | processing unit 12 with wh ) it wili execute the ommon command 

exclusive control program 60 wording if the common command conversion program 61 
tn iu> a new common command. Common command F1F074 is made to memorize 

his commo me by one if e>:ecut + 

, mm»f con < -s ri to 

the common command conversion program B1 one by one will be performed, 

i t re ^ d f ^ "^t { ' 

and SI is stored in the management domain 43 of the DEOiKETO file managed with 

>o m m^o v ! > > > 

programs 43. 50. and 51 of these piurahiy by carrying out cash to rite data storage 
part id, until the use ends the password which the usee entered. Thereby, single 

[01203!f access to the card type information storage medium 1 by two or more above 

t N f i 51 in ed, it wiii becon onoept as 

shown in cessans F. Ths riser information read-out demand from each application AP 
program is transmitted to a icwer means in order from the means of ths figure i x 
a i sod a >po» -s f id >m h f at ion oven it. is transmit i t< an '1000 means in 
order fron; the means of the bgnre bottom. 

i ^ I ^10 h (j! " ,t Tt- 

the range which does not deviate from the gist of Pes invention, varices change is 
possible for it. For example, aithough ihe above-mentioned embodiment described the 
case of what a user uses directly as the user terminal 3. For example. In addition, a 
s v ■-a; 3 !>r< m - 5 a 1 >mat 4 - ~" s = « J 1 r >k i hd t tn 



user terminal which the saiescierk who processes the psymant by electronic money 
in o < v tagirsg receipts and to sea 

etc. 

f 0 j i -> i + - <. e f ^ u i 

l^M^lt t I - I <- A ^ V rt 

file provided in the card type information storage medium 1 -> < n < > it < be 
made to perform single sign-in in ail the v terminals 3 in this embodiment, For 
example, about User information used in the application AP program accessed to the 
high data of confidentiality, etc. Ever: if there is the other .application Ah program used 

> f f v n t - > i" s- < ■■ r if x i 

DEDIKETO file from it, arid it does not matter even si it makes it make a password 
sp 2 i < the nun her r mage men?, d S A ol a 

} i i 1 1 - v r< ; e oreas 

more than the number of the user terminals 3 which carry out the insert and remove 
of it. On the contrary, it may not set up use the 'management domain 43 of one 
DEDIKETO file in two or mors user terminals 3 also until it. says. 

diment. the ser's use eo roi progranr 
starting of first application AP program 48, Although he is trying to make the password 

or accessing to ma e oma;s d with the uses 

terminal 3 concerned in this timing enter, it may be made to make the password 
concerned enter at the t c a t > A he c i it becomes 

service to two or more application AP programs 49, 50. and 51. 

[0!24]A!th I is embodiment < d type in >n storage medium 

1 as an example as a portable Information storage medium, hAon if It ss a portable 
to:; l,i t ^ > ^ P 1 - - < ml i < 1 i 

microcomputer) type ' chip etc. which aie standardised in ISOfBsO. Other small 
removable memory devices etc. can be used similarly. 
[0125] 

|[ f j i bove.fi ir Information is managec s 

1 < l ' i t i. U v 

Whwi^OJ C < 

concerned, it is not necessary to enter a password. The portable information storage 
medium, the user's use control system, the riser's use control method, and users use 
control program which pursued the convenience of the user terminal by this can be 
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[Brief Description of the Drawings} 

,*> a - } 1 „> j ^ sic > i ? I room fif the m «» - a;,e 
l v. rtrol ystei f s invention 

<. ,t i i p !( 'i , -iiV ^ation 
t n~ ^s-e •> ^ \ -^vot 

towing an « i np e of t a mapping of a dai ? 
storage part In the card type information storage medium of ;Oum 

It n, an explanatory view of the data a * method i the data storage 

tart si ow 

. • It is an explanatory view showing the example of composition of a program 
store part in the user's use control system of t;httmlui J - 

iln the user's use control system of drawing;!, it is a key map showing 
access to the card type information storage medium by two or more application AP 
programs, 

Des( pt oi r Note o i i 

1 Card shape information recording medium (portshk: imo>mation storage medium) 

2 Card reading device 

3 User terminal 

4 Net network 

5 and 6 Database 

9 and 1 1 intranet 



12 C-nfu 0 1 

13 System memory 

14 Timer 

' > - i -* : v ~ ' 

16 Data stooge part {rr.err-.G-y measure) 

17 Storage device 

1 8 System bath 

19 Pe pherai equipment ini 5 j i } 

20 Input device 

21 Display device 

22 Print device 

- > < < j < 

24 Centra! processing unit (CPU) 

25 System memory 
28 Program store part 

27 Data storage part 

28 Card memory 

29 System bath 
3D Card !/F part 

ol \K t ^ lie " 

^ c i - c~ i > k s { 
3 3 & « ran 

34 Card identity number 

35 Network f^;- : :>: information 

36 Database login information 

37 Client login information 

38 Electronic m i rm i < t 

40 Use'' terminal logm Information 

41 Dial-up information 

42 The management domain of a master tile 

43 The management domain of a DEDIKETO file 

44 Master fib 

45 and 47 1 file 

46 DEDIKETO file 

48 Operating system program COS program) 



49 Communication application application program (communication application AP 
program) 

50 Client application application program (client application AP program) 

55 Electronic commerce application application program (electronic commerce 
application AP program) 

it g mo AP program 

53 Systen - - < ■ >7 cort-o .rogram 

54 Program, exclusive control program 

55 A communications program between programs 

56 System resource supervisor control means; 

57 Lice? Information acquisition program 

58 User Information tag number list 

80 Common command exclusive control pmgram 

§1 Common command conversion program 

62 Boa word cache program 

(S3 Card Insert-and-reiTK i - 

64 t - m f c 

85 Card identity number tag number date 

88 Single sign-in tag number data 

i nbe c assi led t tandard 

68 Command correspondence table 
68 Card ins etlmsmd" remove monitor means 
70 Card kind discriminating means 
7 s Card seed data 

72 Common command conversion method (User mfocmation reading means; 
C i sclusive control < ontrol mean 

- - - , ( ! 

75 Execution AP list 
78 Cash password 

77 80s word cache means (password inputting means; 
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(54) STARTING CONTROL METHOD FOR COMPUTER SYSTEM 
(57)Abstract 

PROBLEM TO BE SOLVED: To provide a starting; 
control method for a Computer capable of preventing 
starting of a CDROM which destroys system data. 
SOLUTION: if a startable CDROM which destroys the 
system data with starting of the computer is inserted m a 
CPEOM drive 4, input request for the name of a staring 
drive and a password is shown to a user before a 
starting flew begins, and it is warned that the startable 
CDROM exists in the CDROM drive 4. Thus, the system 
data is prevented from being destroyed in case, the; 
CDROM which destroys i 



TL: 5 >-j - 



Searching PAJ 



Page I of I 



PATEN ! JAPAN 



l1i)Pubhcation nun 
(43)Date of pubisea 



10-143443 
cation .29.05.1938 



(51}!nt.CL 


GG8F 12/14 




G06F 3/08 






G06F 13/10 




(21 application number : 08-305018 


(71)Appficam 


TOSHIBA CORP 


(22)Date of filing: 15.11.1098 
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(54) COMPUTER SYSTEM AND HARD DISK PASSWORD CONTROL METHOD FOR THE 
SAME 

(57)Abstract: 

PROBLEM TO BE SOLVED; To provide optimum Hard 
disk drive(HDD) password check processing dn a system 
loaded with plural HDD, 

SOLUTION: When an HDD 1 4 of 1 at priority is turned to 
access enab e st; ) eck a «» 

power-on self~test(POST) to be first executed by a CPU ? 
11 at the power~on time of system executes a boot strap j :;! 
regardlessly of the slate of an HOD 15 of 2od- priority. \ s;:s ,^ 
Therefore, a user can utilize a computer only by knowing 
an irreducibiy minimum password, namely, the password 
of the HD 1 besides 
when the regula ass\ >rc - ipulted, even concerning 
the HDD 15 of 2nd pssouiy. 1 Lata can be read out or 
updated as we!!. 



